include

exclude

Output manipulation

redirect #target

tee #target
append #target
PDLM

Packet Description Lang Mod
()ip nbar pdim #file

\ Network-Ba

sed App Recognition

(int) ip nbar protocol-discovery
sh ip nbar discovery ;

() monitor session # source #int

() monitor session # destination #int

needs special vlan

sh monitor

SPAN

(vlan) remote-span

RSPAN

() monitor session # dest remote vlan #

reflector-port #int

copy startup ftp://[#user[:#p:

assl@]#ip

() ip ftp username #u

ftp

() ip ftp password #p
()archive

(arch) path #target

auto archive on wr meme

(arch) write-memory

auto archive

Tools

(arch) time-periode #min
sh archive

# configuration replace #source

restore

Cisco Configuration Professional

Cisco Configuration Assistant

Cisco Network Assistant

Cisco Security Device Manager

sh processes cpu
sh memory

interface information sh controller

free Gui-Tools

Hardware

sh platform

rea

ct to events

log messages

snmp traps

events

cli commands

snmp traps

log messages actions

email /

() event manager applet #nam

EEM

e

sync no

skipno \ (app) event cli pattern #pattern

\ config

occours #

(app) action #name #acio

./

Baseline

NTP )

poll

()snmp-server community #com (ro | rw)

()snmp-server contact #text

() snmp-server location #text

SNMP
() snmp-server ifindex-persist keep ifindex
() snmp-server host #ip version #
traps #community
()snmp-server enable traps
push
src/dest IP
Port
Trafficdaten
Protocol
TOS
Netflow
(int) ip flow ingress
. () ip flow-export source #int
config
() ip flow-export version # 5
() ip flow-export destination #ip #port
sh ip cash flow
IP SLA

supports differnt timezones

()ntp server #ip
name frei wahlbar
GMT + #diff

mac 7C
() clock timezone #name #diff

recurring [#week #day #month #hh:mm

#week #day #month #hh:mm [#offset]]
() clock summertime #name

date #date #month #year #hh:mm #date

\ #month #year #hh:mm [#offset]
()aaa new-model

()aaa authentication login #grp group
config tacacs+

& () tacacs-server #ip key #key

Register

(line) login authentication #grp
0x2102
0x2142

AAA

normal

ignore config

Tacacs wrong key

Problems . wrong shred key
Radius
no authorization

() terminal monitore logmessages on telnet

()logging buffer [#size] [#severity]

()logging console #severity

0 Emergencies
| 1 Alerts
logging 2 Critical
X 3 Errors
Severity -
4 Warnings
5 Notifications
6 Infomational

7 Debug

ping [size #] [repeat #] [timeout #]
[source #] [df-bit]
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