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Switch

architecture

control plane
CPU

high utilization

routing updates
debug commands
SNMP
TCAM full

normal 4%
IOS
Routing PRotocols

data plane

forwarding

CEF

3750/3650 sh platform
6500 sh mls cef
sh ip cef
sh adjacency

ASIC

STP
basics

root bridge lowest BID

Port Types
root
designated
non-designated blocking

costs

10M - 100
100M - 19
1G - 4
10G - 2

Troubleshooting
1. search root
2. review port roles

etherchanel
missmatch port config
missmatch channel config
bad loadbalancing algorithmcontrast

L3 Switchfaster forwardingASIc

Router
more interface types

more features

Port Errors

Align-Err
incomplete frame

bad CRC
FCS-Errbad CRC

Xmit-Errtransmit buffer overflow
Rcv-Errreceive buffer overflow

UnderSize
<64B

valid CRC
Single-Colone collision
Multi-Col
Late-Colcollision while transmit

Excess-Col
16 Coll

Freame dropped
Carri-Sentransmitted with CSMA/CD

Runt
<64B

bad CRC

Giant
>1518B
bad CRC

douplex missmatch
Rcv-Err

Late-Col

commands

clear mac address-table dynamic
sh mac address-table

sh vlan
sh int #int (trunk | switchport)

traceroute mac #src #desuses cdp


