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STP Features

BPDU Guard

errdisable Port when any BPDU is
received
disabled default
() spanning-tree portfast bpduguard
default

enabled on Portfast ports

(int) spanning-tree bpduguard enable

Root Guard

disabled default
block port while better Root BPDUs are
received
(int) spanning-tree guard root
sh spanning-tree inconsistentports

UDLD

sends special UDLD Frames
enable on both ends starts after first frame is received

Modes

normal Mark + Log
agressive errdisable
() udld (enable | aggressive | mesasage
time #s)

globally on all Fiberoptic-ints

(int) udld (enable | aggresuve |
disable)
sh udld
udld reset reset all errdis prots

Loop Guard

disabled default
on nondesignated Ports
tracks BPDUs
block port when BPDUs stopp per vlan
() spanning-tree loopguard default
(int) spanning-tree guard loop

BPDU-Filter

(int) spanning-tree bpdufilter (enable |
disable)

() spanning-tree portfast bpdufilter
default

Uplink Fast

leafnode switches only
default disabled

track alternative root ports

changes

Bridge Proi to 49152
all Portcosts +3000

send dummy Multicasts to Update upstream
MACtables

()spanning-tree uplinkfast
[max-update-rate #pps]

150 pps default

sh spanning-tree uplinkfast

Backbonefast

backbone/core-Layer
track alternative Ports

detect indirect LInkfailuresRoot Llink Query
enable on all switches

reduces Max AgeListening + Learning still needed
()spanning-tree backbonefast

sh psanning-tree backbonefast

Portfast

default disabled
Endnode Ports

go direkt to forwading
dont send TCNs for this port

() spanning-tree portfast default
(int) spanning-tree portfast

sh spanning-tree int #int portfast


