() banner motd

warn users '\ system banners

(line) access-class #acl

secure console and VTY
sh user all

apply to all lines

don't give Info before login /

set mide access on access-ports

Trunk Ports

prune native VLAN

()no ip http server disable

() ip http access-class #nr use access-list \ Secure Webinterface

use secure server /

() ip http secure server

BPDU Guard

() enable secret #pass

AAA Server \ secure Password

Secure STP

Use SSH

Best Practice Security

Secure CDP (int) no cdp enable

secure unused ports  shutdown

access-list
Secure SNMP

read only

()service password-encryption /
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